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Abstract: Langton’s Ant, a two-dimensional Turing machine, exhibits complex behavior arising from fundamental
rules, rendering it a compelling subject for data encod- ing applications. This paper presents a novel encoding system
that utilizes the dynamic properties of Langton’s ant, enhanced with adjustable initial conditions, to develop a secure
and robust message-encoding technique. The primary inno- vation is the incorporation of initial conditions, which
alters the resulting pat- terns, even with minor input data modifications. This ensures that decoding is infeasible
without the initial condition, thereby adding an additional layer of se- curity. The proposed method shows potential
for secure communication, cryptographic protocols, and data compression, where both security and efficiency are
critical. A handshake protocol exchanges the initial condition as a key value, essential for message decoding and
ensuring uniqueness. Experimental results confirm the systems efficacy, demonstrating that minor input changes result
in significantly different patterns, enhancing the resilience of encoding. The system’s variability and security features
make it a promising solution for high-security environments.
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I. INTRODUCTION

Langton’s Ant, a two-dimensional Turing machine in-
troduced by Langton in 1986, operates on a grid of black
and white cells and generates intricate patterns from sim-
ple rules. This fascinating behavior has inspired many
studies; however, its potential for data encoding remains
underexplored. This paper proposes a novel encoding
system that uses Langton’s ant, enhanced with initial
conditions to boost uniqueness and security. The result-
ing system ensures that even minor changes in the input
data lead to significantly different encoded patterns and

thwarting any decoding attempts without access to the
initial condition. The objectives of this research are three-
fold: to develop a robust encoding algorithm, to validate
its effectiveness through experiments, and to assess its
applicability in secure communications.

Research Objectives

The primary objective of this study is to develop a
novel encoding and decoding technique for binary data
using Langton’s ant. This method harnesses determin-
istic movement patterns and emergent behavior of the
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ant to create a secure and reliable encoding system. To
achieve this, the study aims to accomplish specific goals.
First, the design and implementation of an encoding al-
gorithm will be undertaken, which employs Langton’s
ant to transform binary data into a sequence of ant move-
ments. This algorithm incorporates an initial condition
to ensure uniqueness and enhance security while preserv-
ing the integrity and recoverability of the original binary
sequence. Second, a corresponding decoding algorithm
that can accurately reconstruct the original binary data
from the encoded message is developed. This decoding
process is designed to accurately interpret the initial con-
dition and subsequent movements of the ant, replicating
the patterns es- tablished during encoding. Finally, this
research focuses on experimental validation and analysis.
The encoding and decod- ing algorithms were rigorously

evaluated under various initial conditions and datasets in
the con- trolled experiments. The impact of these differ-
ent initial conditions on the ant’s movement pat- terns and
the resulting encoded messages is analysed. In addition,
the efficiency and data integrity of the encoding scheme
are evaluated in terms of security and computational over-
head.

II. LANGTONS ANT THEORY

Langton’s Ant, named after its creator Christopher
Langton, is a captivating example of how simple rules can
lead to complex and unpredictable behavior. This explo-
ration examines the fun- damental principles of Langton’s
ant theory, including its rules, initial conditions, and intri-
cate patterns that emerge as they move across a grid.

Fig. 1. Rules of Langtons ant

A. Rules for Langton’s ant
Consider a set of alternatives, A. Each alternative of

set A is evaluated on the basis of function U and receives
a utility score U(a) as shown in Figure 1. This utility
score allows the ranking of all alternatives from best to
worst.

The core of Langton’s ant theory lies in a set of
straightforward rules governing the behavior of the ant:
1. Initiation: The ant begins its journey on the grid, occu-
pying a single cell.
2. Color Selection: The cell the ant initially occupies
is either black or white, with a white cell as the starting
point.
3. Orientation: When the ant moves to a new cell, it turns

90o to the right if the cell is white and 90o to the left if it
is black.
4. Color Reversal: After moving, the ant changes the
color of the cell to the left; white cells turn black, and
vice versa.
5. Advancement: The ant shifts one cell forward in the
direction it faces. These five rules form the sole basis of
Langtons decision-making process. Despite their simplic-
ity, these rules generate intricate and captivating patterns
as ants move across the grid.

Emergent Behavior
As Langton’s Ant adheres to its rules, it produces

emergent behavior characterized by two distinct phases:
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Fig. 2. Chaotic Phase.

Chaotic Phase: Initially, the ant exhibits chaotic be-
havior, exploring the grid with no discern- ible pattern.

During this phase, it leaves behind a trail of irregular
patterns.

Fig. 3. Highway Phase.

Highway Phase: After a certain number of steps,
Langton’s Ant enters a repetitive loop known as the "high-
way" or "highway phase." During this phase, a highway-
like structure is created that extends infinitely. This stable
repeating pattern is a hallmark of Langton’s ant behavior.

B. Patterns and Significance

The patterns generated by Langton’s Ant are not only
visually captivating but also of great sig- nificance. Lang-
tons Ant has intrigued researchers and enthusiasts alike,
offering insights into the exploration of cellular automata
and the study of complexity.

C. Applications and Insights

Langton’s ant serves as a concrete exemplification
of the emergence of complex sys- tems from the interac-
tion of simple components. This model demonstrates that
intricate behaviors and patterns can arise from a set of fun-
damental rules, illustrating the princi- ple of emergence in
complex systems. The ant’s stochastic movements result

in the formation of a "highway" pattern, exemplifying
how localized interactions can culmi- nate in global order.
The visual patterns generated by Langton’s ant have gar-
nered at- tention from artists and designers, bridging the
divide between scientific and artistic domains.

These patterns, characterized by their unpredictabil-
ity and evolutionary nature, have inspired diverse artistic
works, including digital art installations that visualize the
ant’s movement in real-time, textile designs incorporat-
ing the unique patterns created by the ant’s trajectory,
and architectural concepts that draw inspiration from the
emergent structures in the model. Moreover, Langton’s
ant functions as an effective pedagogical tool for intro-
ducing students to key concepts in computer science and
complexity the- ory. It demonstrates how complex pat-
terns can emerge from simple rules, facilitating students’
comprehension of the concept of emergence. The model
provides a tangible example of cellular automata, en-
hancing understanding of this fundamental concept in
computer science.
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Students can implement the model independently,
thereby improving their program- ming skills and algorith-
mic thinking. Additionally, it illustrates how determinis-
tic rules can lead to unpredictable outcomes, introducing
concepts of chaos theory. Through the exploration of
Langton’s ant, students can gain insights into complex
systems, emergent behavior, and the interplay between
simple rules and complex phenomena.

D. Encoding Process
The encoding process begins with Message Prepa-

ration. Initially, the plain text message, which can be a
letter, word, or paragraph as the input. Then the message
is converted into binary form using a suitable encoding
scheme, such as ASCII. Next, the Initial Condition Selec-
tion occurs, where a key value is generated or selected
to serve as the initial condition for Langton’s Ant. This
key can be derived from various sources, including a
password, a hash value, or any other unique identifier [1].

After establishing the initial condition, the Grid
Initialization takes place. A grid, typically a two-
dimensional array, which facilitates the movement of
Langton’s Ant. The grid cells are ini- tially set to default
colours, commonly white. Subsequently, the ant is posi-
tioned at a defined starting point on the grid, based on the
initial conditions specified.

In the Ant Movement and Pattern Formation phase,
movement rules are established for Lang- ton’s Ant based
on the binary input. For instance, if the ant encounters
a white cell, it flips the cell to black, turns 90 degrees to
the right, and moves forward. Conversely, if the cell is
black, it flips it to white, turns 90 degrees to the left, and
advances [2]. The binary representation of the message
dictates the movement of the ant, where each bit corre-
sponds to a specific action (e.g., zero indicates to move
forward, while 1 indicates to turn and move based on the
established rules). As the ant moves, it creates a pattern
on the grid influenced by the initial condition. This en-
sures that even minor changes in the initial condition or
message led to significantly different patterns.

In the Pattern and Metadata Packaging phase, the fi-
nal pattern on the grid is remembered after the ant has
processed the entire message. Metadata, including the ini-
tial condition, the ants final position, and its direction, is
also included, as this information is crucial for decoding.
A package containing both the encoded pattern, and the
accompanying metadata is then created for trans- mission
to the receiver.

E. Decoding Process
The decoding process starts with the reception of the

package. The receiver obtains the en- coded package con-

taining both the pattern and the metadata. Initially, the
metadata is extracted to retrieves the initial condition, the
ants final position, and its direction.

Following this, the Grid Initialization begins. A grid
identical to the one utilized during the encoding process
is initialized, and the ant is placed at its initial position,
as defined by the metadata.

Next, in the Ant Movement Reversal stage, the pat-
tern on the grid is analysed to trace the ants movements.
The movement rules are applied in reverse to retrace the
ant’s steps. For each cell, the colour flip is reversed: if
the cell is black, it is flipped to white, and vice versa.
Additionally, the direction change is reversed: if the ant
turned right during encoding, it would turn left during
decoding [6].

The Movement Decoding phase involves reconstruct-
ing the binary message by following the ant’s reversed
movements based on the final state indicated in the meta-
data. By tracking the movements of the ant, a binary
message is reconstructed, which is then converted back
into plaintext using the same encoding scheme that was
used during the encoding process.

III. DEMONSTRATING THE INITIAL
CONDITIONS IN LANGTONS ANT-

ENCODING ALGORITHM
In this section, we illustrate the encoding and decod-

ing processes using the word "HELLO" to highlight the
significance of the initial conditions. We highlight how
the initial conditions contribute to the uniqueness and
security of encoded messages.

A. Encoding Process Without Initial Conditions
The encoding process begins with the Message Prepa-

ration, where the input message "HELLO" is prepared
for encoding. This message is then converted into binary,
with each letter represented as follows: H as 01001000, E
as 01000101, L as 01001100, and O as 01001111. There-
fore, the complete binary message becomes 01001000
01000101 01001100 01001100 01001111. Next, the Grid
Initialization occurs, wherein a 100x100 grid is estab-
lished. The ant is placed at the centre of the grid at
position (50, 50), and it is initialized to face north.

In the Ant Movement and Pattern Formation phase,
the movement rules are defined: if the ant encounters a
white cell, it turns 90 degrees right, flips the cell to black,
and moves forward. Conversely, if the ant encounters a
black cell, it turns 90 degrees left, flips the cell to white,
and proceeds forward. The ant processes each bit of the
binary message. A 0 indicates forward move- ment, while
1 triggers a turn and move based on the established rules.
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Fig. 4. Without Initial Condition for "HELLO

The final pattern emerges on the grid, culminat-
ing in the encoded message represented as "WBBB-
WWBBBWWBBBBWWBBBWWWBBBBWBBBB-
WBBBWWWW." Fig. 4 illus- trates the resultant pattern
without any initial condition specified.

B. Challenges without Initial Condition
Without the application of an initial condition, the en-

coding process faces significant chal- lenges. The primary
issue is Predictability: the same message consistently pro-
duces the same pattern, making it easier for unauthorized
parties to decipher. Additionally, there is a Lack of Secu-
rity due to patterns not being unique enough to provide
adequate protection against potential attacks.

Fig. 5. Without Initial condition for a as encoded message WBBBBWBB

As illustrated in the examples, patterns generated
from different messages can become overly predictable
as in Fig. 5. For instance, the encoding of a plain text,
such as "a," becomes notably easier to detect when the
established patterns and rules of the algorithm are known
to an observer. To address these challenges, we intro-
duce an initial condition that significantly enhances both
the uniqueness and security of the encoded messages.
By varying the initial state, we ensure that even minor
changes can lead to substantially different encoded out-

puts, thereby increasing the complexity of the encoding
process and fortifying the protection against unauthorized
access.

C. Encoding Process with Initial Condition
The encoding process now incorporates an Initial

Condition Selection, beginning with the input message
"HELLO." After converting the message to binary as pre-
viously described, an initial condition is established with
the assumption of a key value K=42.
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Fig. 6. Pattern With Initial Condition for "HELLO"

The Grid Initialization with Initial Condition entails
setting up a 100x100 grid, placing the ant at position (50,
50), and initializing its direction to face north. Impor-
tantly, the initial condition impacts the grid or the ant’s
initial state according to the key value K=42.

During the Ant Movement and Pattern Formation
with Initial Condition, the movement rules remain the
same, but the initial condition influences the ant’s move-
ments, generating a distinct pattern that differs signifi-
cantly from the previous example without an initial con-
dition. Fig. 6 illustrates the pattern created when using
the initial condition K=42.

D. Decoding Process with Initial Condition
The decoding process commences with Package Re-

ception, where the receiver obtains the encoded package
that contains both the pattern and metadata. After extract-

ing the initial condition K=42 and the ant’s final position
and direction from the metadata, the Grid Initialization
begins. A grid identical to that used in the encoding pro-
cess is initialized, with the ant positioned at (50, 50) and
facing north, like the encoding phase. The impact of the
initial condition is acknowl- edged, and the ant’s initial
state is modified based on K=42.

The Ant Movement Reversal and Decoding involve
analysing the grid pattern to understand the ant’s move-
ments. The reverse rules are applied: if the ant turned
right during encoding, it would turn left during decoding.
The binary message is reconstructed through this reverse
move- ment, ultimately resulting in the decoded message
"HELLO."

IV. PROOF OF UNIQUENESS AND SECURITY
A. Uniqueness

Fig. 7. Encoding output for ’HELLO’ with initial condition K = 42
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Fig. 8. Encoding output for ’HELLO’ with initial condition K=43.

Different initial conditions (e.g., K=42 vs. K=43)
result in significantly different patterns for the same mes-
sage. Fig. 7 illustrates the encoding output with initial
condition K=42, while Fig. 8 shows the output with K=43,
emphasizing how initial conditions dramatically affect
the encoded results.

B. Security
The security of the proposed encoding system is fun-

damentally dependent on the initial condition, which acts
as a crucial key in the encoding and decoding processes.
Without the correct initial condition, accurately retrieving
the original message be- comes impossible, reinforcing
the system’s robustness against unauthorized access. This
characteristic makes it a compelling choice for applica-
tions requiring higher levels of security, such as confiden-
tial communications and data protection.

To illustrate this dependency, we examined a scenario
in which the correct initial con- dition was employed
(K=42). In this instance, decoding the encoded message
accu- rately revealed the original plaintext: "HELLO"
(see Fig. 7). The successful recovery of the message
demonstrates the efficacy of the encoding mechanism
when the appro- priate initial condition is provided. This
functionality not only confirms the system’s intended op-
eration but also emphasizes the critical nature of the initial
condition for maintaining data integrity throughout the
transmission process.

In stark contrast, when an incorrect initial condition
is applied (K=43), the results are drastically different.
The decoding process yields an incomprehensible output,

such as "P O" (see Fig. 8). This garbled message serves
as a powerful demonstration of the system’s security ar-
chitecture. It clearly illustrates that without the correct
initial value, the decoding process fails entirely, rendering
the output nonsensical. This critical point underscores
the necessity of safeguarding the initial condition, as it
directly af- fects the ability to decode and retrieve the
original message.

The distinct outputs produced by varying initial con-
ditions reinforce the security frame- work of the encoding
mechanism. The fact that slight modifications in the
initial state result in vastly different encoded messages
makes it exceedingly difficult for potential attackers to de-
cipher the data without explicit knowledge of the correct
initial condition, as shown in previous studies [2]; [3].

The security features embedded within the Langton’s
Ant encoding system are not only robust but also intri-
cately tied to the initial condition. This dependency en-
sures that the system maintains its integrity and reliability,
making it a formidable option for secure data transmis-
sion in an era where protecting sensitive information is
more critical than ever.

V. DISCUSSION AND TECHNICAL
EVALUATION

The Langton’s Ant encoding system leverages ad-
justable initial conditions to significantly enhance the
uniqueness and security of encoded messages. Each ini-
tial configuration generates a distinct trajectory for the
ant, ensuring that even minor alterations in the input data
result in different encoded messages.
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Fig. 9. Shannon entropy.

Fig. 9 displays the Shannon entropy of the generated
patterns, illustrating the complexity and randomness of
the encoded messages. Higher entropy values indicate
more complex and less predictable patterns, which en-
hance the security of the encoding scheme [4]; [1]. This
finding underscores the effectiveness of the Langton’s Ant
approach in producing outputs that are diffi- cult to an-
ticipate, providing a formidable barrier against potential
decoding attempts by unau- thorized parties.

The initial conditions in the Langton’s Ant encoding
system also play a crucial role in rein- forcing the unique-
ness of encoded messages. For example, the encoding
and decoding of the word "HELLO" illustrate how even
minor changes in initial conditions lead to drastically
differ- ent patterns. This variability makes unauthorized
decoding exceedingly difficult. The accompanying proof
images visually demonstrate these concepts, reinforcing
the system’s robustness.

Fig. 10. Hamming distance

Fig. 10 presents the Hamming distance between en-
coded messages generated from different initial condi-
tions. Larger distances between patterns signify more
significant differences, further

enhancing the uniqueness of the encoding process
[3],[5]. This characteristic ensures that even slight al-
terations in the initial configuration yield outputs that
are significantly different, thereby enhancing the overall
security of the encoding system. The distinct outputs pro-
duced by varying initial conditions reinforce the security
framework of the encoding mechanism.

In contrast to conventional encryption methods that
frequently rely on fixed keys or predictable algorithms,
the proposed encoding approach capitalizes on the dy-
namic nature of Langton’s Ant. This allows for a flexible
and adaptable method of secure messaging, effectively
increasing the complexity of the encoded output. The de-
pendency on the ant’s emergent behavior results in highly
unpredictable patterns, thereby enhancing security.

Prior studies have substantiated the potential of emer-
gent behavior in complex systems to im- prove security
protocols. For example, Gajardo et al. demonstrated
that the computational com- plexity of Langton’s Ant can
simulate Boolean circuits, underscoring its viability as a
tool in cryptographic systems [3]. Additionally, research
by Romero-Arellano et al. emphasizes the ef- fective-
ness of utilizing complex systems like Langton’s Ant for
secure medical image encryption, further validating the
robustness of this encoding mechanism [1].

The Langton’s Ant encoding system possesses wide-
ranging applications, particularly in secure communica-
tion. Its unique encoding capabilities make it well-suited
for safeguarding sensitive information during transmis-
sion. By ensuring that the encoded message is closely
tied to its initial conditions, this method shows poten-
tial for use in cryptographic applications and secure data
transmission.
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Fig. 11. Comparison of Kolmogorov Complexity Between Langton’s Ant and Mock AES

In our analysis, we also evaluated the Kolmogorov
complexity of Langton’s Ant in compar- ison to Mock
AES, as depicted in Fig. 11. The results indicate that
Langton’s Ant exhibits a Kolmogorov complexity of 85
bytes, while Mock AES shows a complexity of 65 bytes.
This comparison reveals that Langton’s Ant encoding
introduces a greater complexity than Mock AES.

The increased complexity associated with Langtons
Ant suggests that while it offers a higher degree of en-
tropy and unpredictability, it may lead to reduced effi-
ciency in data compression [2]. The Advanced Encryp-
tion Standard (AES), established by the National Institute
of Standards and Technology (NIST), serves as a founda-
tional block cipher widely utilized for data confidentiality.
AES specifies three key lengths: AES-128, AES-192,
and AES-256, transforming data into 128 blocks, thus
ensuring robust encryption across diverse applications
[6].

While the two technologies cannot be directly com-
pared, they can be analyzed collectively to provide a com-
prehensive assessment of their capabilities. This trade-off
between complexity and efficiency is crucial for appli-
cations where security is paramount, as a greater level
of complexity may enhance resilience against specific
attacks, albeit at the cost of operational efficiency. The
findings align with existing literature emphasizing Kol-
mogorov complexity as a key metric for evaluating the
security of encryption algorithms [4].

Furthermore, the characteristics of Langton’s
Antrooted in chaotic systemscontribute to its effective-
ness in cryptographic contexts where unpredictability is
essential [1].

VI. FUTURE POSSIBILITIES
While the current implementation of Langtons Ant

encoding system demonstrates its feasibility and poten-
tial, several limitations necessitate further investigation.
Optimizing the algorithm for larger datasets is crucial to
enhancing computational efficiency and reducing over-
head, which would improve the system’s scalability. Ad-
ditionally, evaluating the compatibility of the encod- ing
scheme with existing data transmission protocols and
storage systems is essential for practical deployment, en-
suring seamless integration without compromising per-

formance standards.
The inherent security features of the proposed method

suggest its potential for cryptographic applications. Fur-
ther research could explore how Langton’s Ant can be
effectively incorporated into encryption algorithms to en-
hance data security, as indicated by Alexan et al. [7]
and Hagi- wara and Tsukiji [8]. Developing dynamic en-
coding schemes that adapt in real-time based on specific
user requirements could offer personalized, context-aware
data encoding solutions, im- proving both security and
efficiency.

VII. CONCLUSION
This study establishes a foundation for utilizing Lang-

ton’s ant in future cryptographic systems, emphasizing
data security and customized encoding. Refinement of the
encoding algorithm could lead to practical applications
in secure communication systems, Internet of Things
networks, and data-protection protocols. Experimental
investigations with diverse initial conditions have demon-
strated that each scenario produces unique patterns, even
when identical binary data are used. This capacity to
generate distinct patterns based on starting conditions
highlights the potential for individualized encoding.

In secure communication, this implies that, even if
an encoded message is intercepted, a potential adversary
would need to know the exact initial condition to accu-
rately decipher the message, thus enhancing protection
against unauthorized access.

This study provides a robust basis for employing
Langton’s ants in unconventional computing applications.
The ability to customize encoding through initial condi-
tions not only creates new opportunities for secure data
transmission and cryptography but also improves data-
compression techniques. With continued research and
development, this approach demonstrates potential for
integration into practical systems, offering enhanced se-
curity and efficiency across various fields.

REFERENCES
[1] A. Romero-Arellano, E. Moya-Albor, J. Brieva,

I. Cruz-Aceves, J. G. Avina-Cervantes, M. A.
Hernandez-Gonzalez, and L. M. Lopez-Montero,
“Image encryption and decryption system through



43 A. Kamthan and V. Pranesh / International Journal of Technology and Engineering Studies 10 2024

a hybrid approach using the jigsaw transform and
langtons ant applied to retinal fundus images,” Ax-
ioms, vol. 10, no. 3, p. 215, 2021.

[2] O. Reyad, “Text message encoding based on elliptic
curve cryptography and a mapping methodology,” Inf.
Sci. Lett, vol. 7, no. 1, pp. 7–11, 2018.

[3] A. Gajardo, A. Moreira, and E. Goles, “Complexity
of langton’s ant,” Discrete Applied Mathematics, vol.
117, no. 1-3, pp. 41–50, 2002.

[4] J. P. Boon, “How fast does langton’s ant move?”
Journal of Statistical Physics, vol. 102, pp. 355–360,
2001.

[5] X. Wang and D. Xu, “A novel image encryption

scheme using chaos and langtons ant cellular automa-
ton,” Nonlinear Dynamics, vol. 79, pp. 2449–2456,
2015.

[6] M. J. Dworkin, E. B. Barker, J. R. Nechvatal, J. Foti,
L. E. Bassham, E. Roback, and J. F. Dray Jr, “Ad-
vanced encryption standard (aes),” 2001.

[7] W. Alexan, Y. Korayem, M. Gabr, M. El-Aasser, E. A.
Maher, D. El-Damak, and A. Aboshousha, “Anteater:
When arnolds cat meets langtons ant to encrypt im-
ages,” IEEE Access, 2023.

[8] T. Hagiwara and T. Tsukiji, “Hardness of approxima-
tion for langtons ant on a twisted torus,” Algorithms,
vol. 13, no. 12, p. 344, 2020.


	Introduction
	LANGTONâ•ŽS ANT THEORY
	Rules for Langton's ant
	Patterns and Significance
	Applications and Insights
	Encoding Process
	Decoding Process

	Demonstrating the Initial Conditions in Langtonâ•Žs ant- encoding algorithm
	Encoding Process Without Initial Conditions
	Challenges without Initial Condition
	Encoding Process with Initial Condition
	Decoding Process with Initial Condition

	Proof of Uniqueness and Security
	Uniqueness
	Security

	Discussion and Technical evaluation
	Future Possibilities
	Conclusion

